WES5F%

ETH RAERImIREFN D R AT K GERTHMIER M AT M 75 0%

meefs ', e 2, iR
(1. B FRTFAAFE TIZEA, HiT 8% 312000
2. WL T KFEEFR, T AN 310018)

8 FE: HRUCESFTEREINEE TP al AR, ST SEIRD & 44 i8R 5 K n] REEHE H —
FPIDE o ] F VAL vk o AR IIEE 1Y s SE BRI, 97 R L% Y i SIR 57 SEIRD #1565 mOIk
AEAAE . P s AN RS Z B AR R, AN S AL T 5 PR R B) ) 5 7
1251 J W SR AL B IR T RHERE,  HE— D3 21 Sl T TR vk . LAY () 2 T RO A5 T 4 1k
WA SR R, o AN R AT BE VAL 5 e S, DA B AR A B IR TR A
P AR A BTSSR S e P T R SE L AR EERIDE R e R AT B T S

KRR WO CEERT RYYRRAY ToRAT R WA

FESES: TP393

XHERFRIRAD: A

doi: 10.11959/j.issn.1000-0801.2021063

Availability evaluation method for extended epidemic
model and Markov chain based IoT

YE Xiaotong', SUN Wenfei" *, SHEN Shigen'

1. Department of Computer Science and Engineering, Shaoxing University, Shaoxing 312000, China
2. School of Information Science and Technology, Zhejiang Sci-Tech University, Hangzhou 310018, China

Abstract: To reflect the availability status of the Internet of things (IoT) under malware diffusion, an availability
evaluation method of IoT based on the extended epidemic model SEIRD and Markov chain was proposed. According
to actual states of [oT nodes, the classic epidemic model SIR was extended to establish the node state transition model
SEIRD. From the dynamic change process of each state of [oT nodes, the dynamic probability equations of IoT nodes
belonging to five states were constructed, the Markov matrix reflecting the state transition was obtained, and an availa-
bility calculation method of an IoT node was achieved. Taking typical star and cluster IoT topologies as examples, the
availability evaluation methods of the whole IoT with different topologies were given. Experiments provide suggestions
for administrators how to reasonably deploy the number of normal working nodes and routes. The research results have
theoretical significance for improving IoT availability and promoting the successful IoT applications.
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